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zErRO-kNowLEDGE PROQOF



What s a PROOE?

Evidence or argument establishing a fact
or the truth of a statement.




What s a
STATEME

"There are

infinitely many
prime numbers”




" There are infinitely many prime numbers "

Proof

Assume there are only n prime numbers, denote them
pl,...,pn. Consider the number
p=plxpZxp3x..xpn+l
Clearly, p is greater than all primes, so it can't be one
of them. Thus, it must be divisible by at at least one
of them, say pi for some i. But when we divide p by pi
we get reminder 1, which contradicts our assumption.
Hence, the statement is true.



PROOFS

proof Tt

v

Peggy (prover) Victor (verifier)



ZERO-KNOWLEDGE PROOFS

Completeness

’ 3

An honest prover can convince a verifier.

Sound.ness

A malicious prover cannot convince a verifier.

Zero—knowted.gg

35 ) The verifier learns nothing beyond the fact
that the statement is true.




A PRATICAL EXAMPLE

~~ The 3—coloring problem ~~




THE 3-COLORING PROBLEM

Definition (coloring)

A colorin ot\ a graph is a labeling of their vertices with
colors such that no two adjecent vertices sharing the same
edge have the same color.

ST

Coloring v Coloring


https://en.wikipedia.org/wiki/Edge_(graph_theory)

THE 3-COLORING PROBLEM

Definition (coloring)

A colorin ot\ a graph is a labeling of their vertices with
colors such that no two adjecent vertices sharing the same
edge have the same color.

Theorem (4-coloring)
Every planar map can be colored with four colors.

Problem (3-coloring)

It ts NP-complete in complexity to decide whether an
arbitrary planar map can be colored with just three colors.



https://en.wikipedia.org/wiki/Edge_(graph_theory)
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ZERO-KNOWLEDGE PROOFS

Completeness

’ 3

An honest prover can convince a verifier.

Soundness
A malicious prover cannot convince a verifier.

Zero—knowted.gg

) The verifier learns nothing beyond the fact
that the statement is true.




ZERO-KNOWLEDGE PROOFS

Completeness

’ 3

An honest prover can convince a verifier.

Sound.ness
A malicious prover cannot convince a verifier

2

Zero—knowted_ge

3 The verifier learns nothing beyond the facb
that the statement is true. \




PUBLIC KEY CRYPTOGRAPHY

Public parameters

prime p, generator o of Zp*
Pair of keys

secret s, public key y = g° mod. p

No efficient classical algorithm is known for
computing discrete LogarLthms n 5'eneml..




Schnorr Identification Protocol

3'enembes
random

F9r g

random

IS

= verifies

Pegy 5 Victor
(y=g modp)  gF=95"(g




Schnorr Identification Protocol

IS

= verifies

Pegy Victor
(s, 7=9° mod p)  Fake proof without s!




Schnorr Identification Protocol

Peggy convinced Victor
that she knows s without
reveaLLng vt!

Pegy Victor
(5,7 =9 mod p)



Schnorr Identification Protocol

Pegay convinced Victor
that she knows a
discrete Logari,bhm

without revealing it!

Pegy Victor
(5,7 =9 mod p)



Schnorr Identification Protocol




ZERO-KNOWLEDGE PROOFS

commitment

IS

: challenge

opening

Pegogy Victor



NON-INTERACTIVE
ZERO-KNOWLEDGE PROOFS

commitment

IS

SN
\) challenge

opening

Peg’g’)’ Fiat-Shamir transformation Victor
(with hash functions)



NON-INTERACTIVE
ZERO-KNOWLEDGE PROOFS

z.ero-knowl.edge
proof Tt

1§

v

Peggy Victor



How can we prove
genevi,c statements
with zero-knowted.ge?



CIRCUIT SATISFIABILITY

The circuit satisfiability problem
(CircwtSAT) us the decision
problem of determining whether a

given Boolean circuit has an
assignment of its inputs that makes

the output true.



CIRCUIT SATISFIABILITY

CircuittSAT can be proved with
z.ero-knowl,edge.



CIRCUIT SATISFIABILITY

BOOLEAN
CIRCUIT

We know a set of inputs that make
the circuit output "true”



CIRCUIT SATISFIABILITY

Arny operation a computer can do can be
expressed. as a boolean circuit!



CIRCUIT SATISFIABILITY

Curcuit
expressing

complex

opemti,ons

Arny operation a computer can do can be
expressed. as a boolean circuit!



CIRCUIT SATISFIABILITY

Circuit for the discrete logarithm problem

generator r x= exponentiation (g, s)
private key

: outpub
pubLbC key compare (X, y

A zero-knowledge proof for this circuit would prove that, given
and. y, you know an s that is the discrete logarithm of y.



CIRCUIT SATISFIABILITY

Circuit for the factorization problem

prime

r
prime

output
integer compare (x, y)

A zero-knowledge proof for this circuit would prove that you
know the factorization (,9) of a given composite number n.



APPLICATIONS



VERIFIABLE COMPUTATION

delegate a
computation

" - ) & )r i
Lol AT e =T ~

(result, proof of computation)




BLOCKCHAIN

o Proof that all transactions have been computed. correctly.

o Privacy of payment details can be kept private while
ensuring the correctness of the payment.

o Verifying a block — verifying a z.ero-knowtedge proof.



ANONYMOUS CREDENTIALS
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Given two identical balls of
different color, how could you
convince a color blind person that
they are of different color?




